Doral College and Honorlock

¥) Honorlock

Honorlock is an online remote proctoring tool that allows you to take your exam remotely. It does not
require you to download any software and integrates seamlessly with Canvas by means of a Chrome
Extension that can be easily removed and added back later. You DO NOT need to create an account or
schedule an appointment in advance. It is completely controlled by the Instructor with real-time video
updates as soon as students finish testing.

Getting Started with Honorlock
Resources for Students

e Honorlock Knowledge Base

e Honorlock — Student Guide

e Honorlock Student Privacy Statement

e Student Privacy FAQ

e Honorlock Status Page

e Honorlock Student Resources

What You Will Need

) Honorlock

e Alaptop or desktop computer (not a tablet or phone)

e Google Chrome browser

e One-time installation of a Chrome browser extension (The system will guide you through this simple step, and you can
remove it after use by following these instructions.)

e A webcam

e Astable and strong Internet connection (We strongly advise testing your system in advance via a link on the Honorlock
support page.)


https://honorlock.kb.help/
https://honorlock.com/students/
https://honorlock.com/student-privacy-statement/
https://honorlock.com/studentprivacy/#faq
https://status.honorlock.com/
https://honorlock.com/tag/student-resources/
https://www.google.com/chrome/index.html
https://support.google.com/chrome_webstore/answer/2664769?hl=en
https://honorlock.com/support/
https://honorlock.com/support/

e Thereis no charge to Doral College students for using Honorlock.

Problems during the exam?

Please use the live chat link in the Honorlock window to find a solution. Honorlock support staff will have instant access to
your session to save time diagnosing problems.

At any time, you can also visit Honorlock Support for 24/7/365 support, to test your system, and troubleshoot problems. You can
also check the Honorlock status page to find out if there are system wide issues.

Honorlock Frequently Asked Questions -

What is Honorlock?

Honorlock is an online remote proctoring service that allows you to take your exam remotely. You DO NOT need to create an
account or schedule an appointment in advance. Honorlock is available 24/7 and all that is needed is a computer with
Chrome browser, a working webcam & microphone, and a stable Internet connection.

Why do online exams need remote proctoring?

Remote proctoring takes the place of in-class proctoring for some courses. We understand that proctoring, not unlike when
the instructor remains in the room for an in-person exam, creates some discomfort. We also must recognize, however, that
online test taking without proctoring has the potential to tempt students to make choices that affect other students and the
integrity of the educational process.

Proctoring is part of the college’s commitment to protect the integrity of the testing process and doing so maintains a level
playing field for all students so they are evaluated on the merits of their own preparation and ability.

Will all online exams use Honorlock?

No. The college does not require all online exams or assessments be remote proctored; however, instructors have the option
to use proctoring at their discretion. While we are advising instructors to consider assessment options that don’t require
proctoring, some disciplines require objective assessments.

Instructors will have a number of options available with respect to assessment, and we are encouraging them, where
possible, to devise assessments in which online proctoring is not necessary. There may, however, remain some courses in
which the instructor determines a proctored exam is the most appropriate strategy to safeguard academic integrity for the
benefit of all students. Examples may include, but are not limited to, high-stakes testing in classes needed for graduate
programs or summative assessments in large classes. Remote proctoring provides a reliable process for identity verification
and secure testing environments.

Given the feedback received so far from faculty, we expect the use of Honorlock to be the exception, not the rule.
How does Honorlock work?

When you are ready to test, log into Canvas, go to your course, and click on your exam. Clicking "Launch Proctoring" will
begin the Honorlock authentication process, where you will take a picture of yourself, show your ID, and complete a scan of
your room. Honorlock will record your exam session by webcam, as well as record your screen. Honorlock also has an
integrity algorithm that can detect search-engine use, so please do not attempt to search for answers.

Once you submit your exam, your session ends and your exam attempt is noted in Canvas. From there, your instructor can
assess your work and, if needed, view the results of proctored sessions. The program concludes proctoring activities on your
browser when you exist the exam. You then can opt to disable or remove the Honorlock extension.

Live “pop-in” support from certified proctors is available if students encounter an issue during an exam session.


https://honorlock.com/support/
https://status.honorlock.com/

Honorlock’s website contains a helpful demonstration video.

Does Honorlock Access My Entire Wi-Fi Network?

No. Honorlock does not have any access to your network or any devices connected to your network. Please
review Honorlock’s Privacy Statement for more information.

What does the program track/record?

Honorlock can log the websites that you access, or attempt to access, from Chrome (which processes the request) and only
when you are actively in an exam. The program collects your IP address, email address, and name from Canvas. It also stores
your Photo and ID for a limited period of time after the exam, in case the college requires those for authentication. Your
instructor has the option of choosing to record your exam session via your webcam; if this is the case, the recording will
contain audio and video of the session. If you have particular concerns regarding this feature, we encourage you to discuss
them with your instructor.

Honorlock identifies when a student exam ends. This is determined by the student submitting an exam within Canvas. When
this occurs, Honorlock automatically stops all recording and ends the exam session monitoring. This ends the recording of the
webcam, the desktop screen, and the audio.

What will | need to participate in a remote proctored exam?

The Honorlock extension is a small program that modifies the Chrome web browser and not your computer. Students can
remove the Honorlock Chrome extension as soon as they submit their exam. Please note that the Google Chrome browser
must be used when taking a proctored exam with Honorlock.

Additionally, you will need your student ID to help verify your identity and you will need to have a working webcam,
microphone, and either a laptop or desktop computer. Either an integrated or external USB webcam will work. Honorlock’s
website contains a helpful demonstration video.

Can | opt out?

No. As would be the case if your instructor proctored an in-class exam, students cannot opt out of the proctoring process.
Does Honorlock sell my student information to third parties?

No. Our agreement does not permit selling student information to third parties.

Does Honorlock monitor my entire network?

No. Honorlock does not scan or monitor a student’s device or network or monitor data from other devices connected to the
network. The program can detect secondary devices, such as phones, but this does not occur via network snooping. Because
the browser extension does not get installed onto secondary devices, the program cannot procure data from those devices,

nor can it capture web traffic from other devices on the student’s network at the time of the exam.

Does Honorlock determine who is cheating?

No. Honorlock simply reports possible incidents to your instructor. As is the case with any suspected violation, your instructor
must contact you and request an explanation for the observed conduct before reporting anything to Doral College Student
Affairs. Ultimately, your instructor determines if cheating may have occurred by viewing the video recording and considering
any explanation offered by the student and will follow up in accordance with established Student Code of Conduct.

How is my data and privacy protected?

Honorlock is FERPA compliant and uses securely encrypted protocols to save and view all test taker assets. Honorlock's
certified proctors and your institution's faculty are able to review test session videos until deleted based on the school's
retention policy. You can find more information on privacy on Honorlock’s student site.

What if my home environment makes it extraordinarily difficult to take online-proctored exams?


https://www.youtube.com/watch?v=wRWE-9PUquo&feature=youtu.be
https://honorlock.com/student-privacy-statement/
https://www.youtube.com/watch?v=wRWE-9PUquo&feature=youtu.be
https://honorlock.com/student-privacy-statement/

We recognize that student resources and living situations can vary. If you believe you have an extraordinary circumstance,
please discuss this with your instructor to determine if you can reach a mutually-agreeable solution or alternative. If you are
unable to reach an agreement, please contact us at studentaffairs@doral.edu .

Where can | find more information?

Please visit the Honorlock instructor and student sites for more information and FAQs. Additionally, 24/7 support is available
at https://honorlock.com/support.



mailto:studentaffairs@doral.edu
https://honorlock.com/faculty/
https://honorlock.com/students/
https://honorlock.com/support

